US 20170118643A1

a2y Patent Application Publication o) Pub. No.: US 2017/0118643 A1

a9y United States

BERGIUS et al.

43) Pub. Date: Apr. 27,2017

(54) EXCEPTION HANDLING IN CELLULAR
AUTHENTICATION

(71)  Applicant: NOKIA TECHNOLOGIES OY,
Espoo (FI)

(72) Inventors: Hannu BERGIUS, Kangasala (FI);
Silke HOLTMANNS, Klaukkala (FI)

(73) Assignee: Nokia Technologies Oy
(21) Appl. No.: 15/311,054

(22) PCT Filed: ~ May 20, 2014

(86) PCT No.: PCT/FI2014/050381
§ 371 (e)(D),
(2) Date: Nov. 14, 2016

Publication Classification
(51) Int. CL

(52) US.CL
CPC oo HO4W 12/06 (2013.01); HO4L 912
(2013.01); HO4L 9/14 (2013.01); HO4L 9/3271
(2013.01); HO4W 24/04 (2013.01); HO4L
2209/80 (2013.01)

(57) ABSTRACT

A cellular terminal transmits a request that requires authen-
tication procedure triggering to a cellular network and
responsively receives from the cellular network an authen-
tication request message with an indication of a selected
cryptographic algorithm from a group of a plurality of
cryptographic algorithms. The cellular terminal attempts to
decode the authentication request message to a decoded
authentication request according to the selected crypto-
graphic algorithm and based on a shared secret known by the
cellular terminal and a network operator of the cellular
terminal. The cellular terminal produces a determination
whether the attempt was successful and the cellular terminal
supports the selected cryptographic algorithm in authenti-
cating to the cellular network; and in case the determination
is positive, based on the decoded authentication request, the
shared secret and the selected cryptographic algorithm,
produces and encrypts an authentication response message
and transmits the authentication response message to the
cellular network; and in case the determination is not
positive, produces and sends to the cellular network a failure
report.
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transmit a request that requires authentication procedure triggering to a
cellular network

responsively receive from the cellular network an authentication request
message with an indication of a selected cryptographic algorithm from a
group of a plurality of cryptographic algorithms

attempt to decode the authentication request message to a decoded
authentication request according to the selected cryptographic algorithm
and based on a shared secret that is known by the cellular terminal and a
network operator of the cellular terminal
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produce a determination whether the attempt was successful and the
cellular terminal supports the selected cryptographic algorithm in
authenticating to the cellular network

Positive determination

based on the decoded
authentication request, the
shared secret and the
selected cryptographic
algorithm, producing and
encrypting an authentication
response message and
transmitting the authentication
response message to the
cellular network

Not positive determination

producing and sending to the
cellular network a failure
report
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